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1. Introduction

1.1 What is HPOD

The HPOD is an outdoor LoRaWAN Gateway. It lets you bridge LoRa wireless network to an IP network via
WiFi,Ethernet, optional 3G or 4G. The LoRa wireless allows users to send data and reach extremely long
ranges at low data rates.

HPOD has passed Helium Full Hotspot Approval. It supports the miner feature from Helium and has a
built-in ATECC608 encryption chip. It can be used as a Helium Full Hotspot for the project. It also
supports Semtech packet forwarder and LoRaWAN Station connection, it is fully compatible with
LoRaWAN protocol.HPOD supports two LoRaWAN servers at the same time, users can use HPOD for
helium mining and connects max 2 x LoRaWAN servers at the same time.

Dragino already paid HPOD $40 onboarding cost and $10 location cost for each HPOD. It is ready to
use for Helium, user only needs to input HNT wallet address and use QR Code to onboarding HPOD when
it arrives.

HPOD has pre-configured standard LoRaWAN frequency bands to use for different countries. Users can
also customize the frequency bands to use in their own LoRaWAN network.

1.2 Specifications

Hardware System:
Linux Part:

¢ Raspberry Pi 4
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Interface:

¢ 10M/100M RJ45 Ports x 1
o LoRaWAN Wireless
e Power Input: 12V 2A, DC

Operating Condition:

o Work Temperature: -20 ~ 65°C
e Storage Temperature: -20 ~ 65°C
e Power Input: 12V 2A, DC

1.3 Features

¢ Open-Source Linux system

¢ RPi4 with 2G /4G or 8G RAM

e Managed by Web GUI, SSH via Internet

e Support Semtech UDP packet forwarder

e Support LoRaWAN Station Connection

e Support Helium Miner

» External fiberglass antenna

¢ Firmware OTA

* 802.3af PoE

¢ Lighting Protection

¢ Remote Monitoring

e Support Helium LoRaWAN server and secondary LoRaWAN server

¢ Include prepaid $40 onboarding cost and $10 location cost.

¢ Remote.it remote management (https://wiki.dragino.com
/index.php?title=Reverse_SSH_Access#Use_Remote.it_service)

1.4 Label info and login name
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1.4.1 Label information:

Device hostname: dragino-Xxxxxx

Band: US915/AU915/AS923 1-AS923 4/KR920/EU868/IN865/RU864
Miner animal name:  XXX-XXX-XXX

Miner address: 12XXXXXX

Eth MAC address: A8:40: 41: EF: FE: CD

Login: root/d59f2d5b (the root is the Login account for the Web-Ul and SSH.)
SN: device serial number.

2. Quick Start & Onboarding

The HPOD is configured as a Wi-Fi Access Point by factory default. You can access and configure the
HPD after connecting to its Wi-Fi network, or via its WAN Ethernet port.
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2.1 Connect HPOD Web Ul

2.1.1 via HPOD's Access Point

At the first boot of HPOD, it will auto-generate a Wi-Fi network

% F.IPD-::'ag no-4babda

Biftb

Bz o

B wmoms

ﬁ Klaoml_SE88_5G
& dragino-jileyou

& draging-office_5G

A

= dragino-wanehouse 56

PR Internet (0
ol ] =l et N

called . HPD-dragino-xxxxxx

with password: dragino+dragino
You can use a PC to connect to this Wi-Fi network. The PC will get an IP address 10.130.1.xxx and
the HPOD has the default IP 10.130.1.1
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2.1.2 Connect via HPOD hostname

Connect the HPOD Ethernet port to your router and HPOD will obtain an IP address. If your

PC(Windows/Mac/Ubuntu) connects to the same network with the HPOD, you can access the HPOD Web-
Ul via HPOD's hostname.

Like: http://dragino-4ba54a
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2.1.3 Connect via Ethernet Port

Connect the HPOD Ethernet port to your router and HPOD will obtain an IP address from your router. In the
router's management portal, you should be able to find what IP address the router has assigned to the
HPOD.

If you get the IP address from the router, like: 10.130.2.42, you can use this IP address to connect
the WEB Ul or SSH access of HPOD.

2.2 Generate QR Code

Go to Miner --> QR Generate, input your Helium Wallet Address, and click Generate.

Note: After onboarding, this wallet will become the owner of this hotspot.
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Disk State
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QR-Generate
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QR-Display

Use mabile APP then Choose Draging HPOD and scan 1o onboarding

2.3 Onboarding Hotspot

1. Download the Helium Hotspot APP from the Apple or Google Play store.
Note: the APP version needs to be greater than 3.11.

2. To add a hotspot, select “Hotspot”. On this tab, click the “+ Add Hotspot" in the mid where choose
the "DRAGINO Miner HPOD"
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Choose
Add a your Hotspot.
Helium Miner . _

& Hotspots

& Validators

Controlline Hotspot QR

DRAGING Miner HPOD

DesperMetwork Hotspot

FinestraMiner

FreedomFi Gateway

Heltec Indoor Hotspot

3. Scan the QR Code you generated in the previous step.

Scan QR Code
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4. Onboarding your device

Mobile APP will get info from the onboarding server. If the MAC address doesn't appear, it means the
network connection of the mobile to the onboarding server might have an issue.

Confirm Information
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Set Hotspot
Location

Ask for Permissions
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Antenna Setup

Dragine Miner HPOD

REGISTERING HOTSPOT

This can take a few minutes

Go to Wallet

5. Check onboarding status where you can check from mobile:

o
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You can also see the hotspot status in the below link:
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https://explorer.helium.com/hotspots/< YOUR_HOTSPORT_KEY >

Example:

Green Synced means hotspot works normally.
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2.4 Set the Port Forwarding

Helium Hotspots may not work if the Hotspot is behind a firewall or uses an incompatible NAT type. Other

times it may be because of a router configuration or the internet is offline. This article aims to help resolve
any issues you may have.

« 44158/TCP: the Miner communicates to other Miners over this port. The networking legic knows how to get around a
lack of forwarding here, but you will get better performance by forwarding the port

« 1680/UDP: the radio connects to the Miner over this port. You will not be able to forward packets or participate in
Proof of Coverage without this

Note: Please refer to more detailed Settings

https://docs.helium.com/troubleshooting/network-troubleshooting/ (https://docs.helium.com
[/troubleshooting/network-troubleshooting/)

https://www.youtube.com/watch?v=GKusVC7ovrE (https://www.youtube.com/watch?v=GKusVC70ovrE)
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3. Check the configuration of HPOD

3.1 LoRa frequency configuration

‘ @ oRAGINDG LoRaWAN =  Miner= Metwork « System « LogRead-

LoR
LoRa Configura °™
Debug Level Low -
Radio Settings
Keep Alive Penod (sec) 30
Frequency Plan EUBE8 Europe 858Mhz (B63-B70) ~

Static GPS coordinates 7
Enable Static GPS ] Altitude {m) 450 |

Latitude 22700000 Longriude 114240000 ]

Current Mode:LoRaWAN Semtech UDP
SavelApply || Disable | [ Cancel |

3.2 Check the LoRaWAN Server Address
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& orrAGIND

LoRaWAN Configuratio LoRaWAN Semtech LIDP
LoHaWAn Basic Station

LoRa - LoRaWAN «= Mirere Melwork « Hoime

Syslem =

LoghReads

General Settings

Email |draginn-ﬁiﬁzﬂa@draginu.|:|:urr| |
Gateway EUI |a-‘|5f[|1 FDFE&332ki

Primary LoRaWAN Server
Sarvice Provider | Custam [ Private LoRaWanN w| Senver Address  [lacalbes!
Uplink Port [680 | Downlink Port 1680 |
Primary Packet Filter
FportFilter 2 [0 | DevAddr Filler 20|

Secondary LoRaWAN Server

Service Provider | Disatile vl

Secondary Packet Filter

0 DevAddr Filler 20|

Fport Filler 2

Current Mode: LoRaWanM Semtech UDP
| SavedApply | [ Cancal |

3.2.1 Configure the Secondary LoRaWAN Server

CJ DORAGING REEERS LoRaWAN = Miner= Nabwork « Syslem = LogRead= Home: L]

LoRaWAN Configurati M gy T oeve Domnns & owes 5 ommn
oRal onfiguration e
General Settings
Email dragine-£3020a@dragine. com
Add gateway
Gatewsy FUI 45801 FIFF638200 |
Primary LoRaWAN Server Put Gateway EUI General settings
Sarvice Provider [Custam (Privata LaRaWAN » Sanver Address | lncalhast Gateway IDD

\ hone-tast
E4 5F B1 FD FE 63 %2 BF

GAtEWAY NaME (2

Updink Port 1580 | Downlink Port  [1580

Primary Packet Filter

FportFiter 2 [0 DevAddr Fitter 7(¢

Secondary LOR&WAN Server
Sarvive Provider [ Tha Things Nawork V3
Uplink Port e |
Secondary Packet Filter

FporlFiller 2 [0 |

Cument Mode LoRaWAN Semicch UDP

Savebhpply | Cancel

15 of 48

v Saner Address || AUl chue thathings network ...I

Downlink Port  [1708 |
TTM v3 Server Address

DisvAddr Filter 70 |
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nabled
conbrals

Gateway st
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LoRa » Minere LogReadw

Euroe 553570 MHz (SF8 for Rz - recommendad

the ne
LoRa Configuration Curooe 553870 MH, & channels for roaming (Drat
i 5 Europe 433MHz (I TU region 1)
Debug Level Low -
S < usedd By seripts, or Smply far pour awn OMEaNIzSIoN
Radio Settings
- Frequency Plan must match
Keep Alive Pencd (sec) 30 United States S02-928 MHzZ, F58.3
Frequency Plan
Freguency Sub Band | [ it sistes 202-528 iz, P 2 ey T <
Static GPS coordinates 7 Schedule downlink late )
Enable Stabc GHFS (m] Alttude im} | ed
Latitude Longifude:
Current Mode LoRaWAN Semtech UDP
Savedipply || Disable | [ Cancel
Gateway updates
Automatic updates
atewway can be updates] autar
Channel
tic updates
After configuration, click "Create gateway”
g Ntweork and [he |hings i
)
= EUlC it
55 Overview O aApplications o= G &% Organizations ® o I kilight ~
s » hp0dd-xiao
hpod-xiao
ID: hpOd-xiao
| 126036 40 e Lastactivity 10 seconds ago @ ah 1 Collaborator  ©w 0 APl keys
General information = Live data Seeall a

hp@d-xian ™ Receive gateway status : § ackx: @, xiw: 1, zxin: 1,
Update gatewsy [ “i: slan_ids" ]
E4 EF @1 FD FE 63 92 BF o | g
Recelve uplink message 2668 DAA7 | ¢ [§ | FCnt:
Gateway description None Receive gateway status Metrics: { ackr: 8, rxfw: 6, rxin: @,
. = 2 Receive gateway status cs: { ackr: @, rxfw: 1, mxin: 1
Created at May 30, 2022 19:59:04 7 * i 4 ‘

Receive uplink message

2608 FaAE | <> | @ FOnt:

Jun7,2022 16:17:23

eul.cloud.thethings.netwozk ] 3 =
Location Change location set

US_002_028_FSB_2

Global confi; * Download global_conf.json

No location information av.

3.3 Check Miner configuration
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@ o=RGING BREGERS LoRaWaM = Mirusre Nebaork, « Syslem = LogResads s Lincposl

Miner - Configuration Miner

General
L tirmwe Up 29 hours
Animal name b b
ECC addrass T T L S TR P e 0 e T PSP W L S eI T S
Versan 2022.03.07.0 Update b thi sl
Reqion LUsa13
Hesgh 34771 1302857

Fast Sync & Update

Farsl Sync Update
Disk State
Usad BTG 21% Avai 26 Cloar Disk
QR-Generate
Cramer Walar Address ample: 1 ghE. i Syl aknihoooooonpyY SR MgME T GTAKE ) Generate | | Clean
QR-Display

Imput Wallet Address to Generate QR Coda!

Note: Check the Region and Height, the default height is greater than 1, if it is 1 please Click the
mid button of Update, and then wait 10mins to check here.

3.4 Check the Miner state
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LoRa = LoRaWAN = Miner+ Network = Syslem «

Home Logout

Miner State

Block abosrbing status: Blocal Height: 1376708

2022-05-31 09:03: 40, 969
2022-06-31 09:04:17.961
2022-05-21 09: 06: 44, 522
2022-06-31 09-08-43. 026
2022-D5-21 09:009:-48. 187
2022-05-31 09-10-09. 521
2022-05-31 09:12:40, 889
2022-05-31 09 13:09,971
2022-05-31 09 13 45,405
2022-05-31 09 16:11,902
2022-05-31 09-17-03. 607
2022-05-31 09:17:41.572

[info] <0.1904. ¥@lockchain txn unvalidated absorb_and_commat: 511,20} validation took
[1nfo] <0. 2044, 1»@lockchain_tan: wvalidated absorb_and_commat: (511, 88} validation took
[info] <0. 1297 @b lockchazn txn wwvalidated sbsorb_and commat: [S11, 268} validation took
[info] <0.2217. 03@blockchain_tam wnvalidated_absorb_and_comnit: {511, 28} validation took
[info] €0.2217. D¥@blockchain_tim: unvalidated_sbsorb_snd_commit: {511, 20} validation took
[info] <0.2217. D3@blockchain_tyn unvalidated_sbsorb_and_commit: {511, 20} validation took
[infol <0.2709. D¥@blockchain tan uwalidated sbsorb_and comnit; (511, 20} validation took
[info]l <0.2709. Dx@lockehain tan wwalidated_absorb_and_comnit) {S11, 20} validarion took
[info] <0.2709. D>@blockchain_txn wnvalidated absorb_and comnit: [S11, 29} walidation took
info] <0.3186. 0*@blockchain_tan: unvalidated_absorb_and_commat: [S11, 28} validation toock
[info] <0.3186. 0>@lockchain_ txn unvalidated_absorb_and_commit: (511, 28} validation took
[nfo] <0.3186. 0>@lockchain_tan:wvalidated absorb_and_commzt: {511, 20} validation took

abzorb took 20587 post tock 10726 me height 1376684
abzorb took 11626 post tock 87 me height 1376695
zbsorb took 41367 post tock 22582 no height 1376606
shsorb took 36928 post took 48 ns height 1376697
absorb took 43030 post took 2268T ne height 1376692
ahzorb took 10828 post took 38 me height 1376699
absorb took 52692 post took 17604 ms height 1376700
absorb took 27992 post took 523 me height 1376701
zhsorb took 25416 post took 2578 ms height 1376702
absorb took 56601 post took 114 ms height 1376703
ahzorb took 49707 post took 1444 ms height 1376704
absorb took 37319 post tock 162 ms height 1376706

Cooooonn oo
=

P2P summary:

A e +
| name | result |
i

e
|commected] yez |
|dizlsble | yes |
|nat_type |symmetric|
| neight 3TETOS

K |
= ——— +

P2P network:

| address I nane |listen_ad|connecti| nat [last_updal

|/p2p/ 110l 1 Tbu2yBUT b= abL £ VAco T 2] D6Subyu | magnificent-—peach| 1 |11 |symmetr| 80.99s |

| listen_addrs {prioritized) |

|/020/ 11 jWhewsHrPCHESoBkncr 4b1KA JBET0T 166D 8 eUF Tp WK GCRE/ p2p=ci rouit/ p2p/11u 1 ThuZyBUTh Bt alLFEVA |

Note: Absorption status can show whether the hotspot is working properly The p2p network can
see how your hotspot is interacting with the surrounding hotspots usually, the nat_type should be
‘none’

4. Installation of Antenna

HPOD uses Fiber Glass Antenna.
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The user needs to connect the antenna cable's SMA connector to the HP03 and connect the N-Type
connector to the antenna and install it as below:

5. SSH Access for Linux console

Connect the HPOD Ethernet port to your router and HPOD will obtain an IP address from your router.

In the router's management portal, you should be able to find what IP address the router has assigned to
the HPOD.

You can use this IP or hostname of HPOD to connect the WEB Ul or SSH access of HPOD.

Make sure your PC and the HPOD are in the same network, the use an SSH tool (such as putty
(http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html) ) to access it.

Below are screenshots:
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#® PuTTY Configuration ?
Categorny:
- D | Basicoptions foryour PuTTY session
B Ter I_.ng?ing Specify the destination you wart to connect to
?Eml-‘lir:elﬂ_.afbcard Host Mame {or IP address) Port
- Bell | dragino-7df4af |22
- Features Connection
i Wimacliry @® SSH eial () Other: | Teln
- Appearance
- Behaviour ad, save or alete a stored session
- Tranzlation el et
[+~ Selection =
- Colours §
- Connection Default Settingsl / Load
- Data :
- Prowy | INput device's IP or HPOD hostname | Save
- :5'_"| Port:22 TR
- Seria = =
- Telnet T'}-‘DE. SSH
- Rlogin
- SUPDLUP Close window on exit:
() Mways  (iMNever (@) Only on clean exit
About Help Qpen Cancel
IP address: IP address of HPOD or hostname of HPOD ( Such as dragino-7df4af)
Port: 22
User Name:  root
Password: Randomly generated (found on device's label)

After logging in, you will be in the Linux console and can enter commands as shown below.
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‘@ dragino-7dfdaf.local - PuTTY - O x

6. How to change the Wireless function of
HPOD

The wireless function is configured as AP by default and the web page does not support configuration,
if you want to configure it as STA(client)connection mode,

you can configure your WiFi info on the /Network/WiFi page.

Note: the wireless state is as AP
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@ oRAGING TR

System Overview

Internet

S

Ay, - Access
Point

‘/\ Model HPOD \
LoRa WiFi

LoRa
[ e D

85I HAL-drapino5 3430
Crames 22 crannee

LA arkiraes; 1mn

T Fymane LT

R Enymes: (111

6.1 Access WiFi configuration page

Cj DRFAGIND EEEE4 LoRaWAN v Miner> Network v System v LogReadv Home

WiFi WiFi
WiFi Mode Network Status
Mode [ WiFi Access Point (AP v | Firewall

| Save&Apply || Cancel |

WiFi Access Point Settings
WiFi Name SSID

Passphrase (8-32 char) Encryption [WpA2 -
AP Channel (1-11)
WiFi WAN Client Settings
Host WiFi SSID [ ]
Passphase —

6.2 Enter your WiFi information and save
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@ DRAGIND EERER4 LoRaWAN Minere Network = System » LogRead» Home Logout

WiFi
WiFi Mode

Mode [ WiFi Access Point (AP v |

| Save&Apply || Cancel |

WiFi Access Point Settings
WiFi Name SSID

Passphrase (8-32 char) Encryption [wrA2 v
AP Channel (1-11)

WIiFi WAN Client Settings
Host WiFi SSID

Passphrase step 1
step 2

6.3 Change the WiFi mode.

‘ Cj DRAGIND BRI 2ER 4 LoRaWAN = Minere Network « System «» LogReadv Home Logout

WiFi
WiFi Mode
Mode

Save&Apply (| Cancl
Step 2
WiFi Access Point Settings

WiFi Name SSID
Passphrase (8-32 char) Encryption [WrA2 v
AP Channel (1-11)

Save || Cancel

WiFi Access Point (AP v

WiFi Access Point (AP)

WiFi Client (STA)

Step 1

WiFi WAN Client Settings

Host WiFi SSID
Passphrase
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6.4 Wait system to restart

‘ @ DRAGINDO BN/ LoRaWAN « Miner» Network v System = LogReadw Home Logout
Please wait for system to restart. Time remaining: 25

WiFi
WiFi Mode

Mode [ WiFi Client (STA) v

| Save&Apply || Cancel |

WiFi Access Point Settings
WiFi Name SSID

Passphrase (8-32 char) Encryption [wWpA2 v
AP Channel (1-11)
WiFi WAN Client Settings
Host WiFi SSID
Pessphase

Note: When the time remaining is finished it will turn to the home page.

6.5 Check the STA state

@mmnn LoRa LoRaWAN *  Minere HNetwork * System>  LogReadw  Home Logout

System Overview

Internet

A

/ Model HPOD

&3l POCH
A 1R 1R 12180

X Dyt 12 B

HA Uiyles: 100

sgnut e -4t

ENLHEIE  restrale 52 ONENS Letsiiale 240N s
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7. Trouble Shootings

7.1 How to get a wallet address?

Download the helium Hotspots APP on the Apple or Google Play store to generate your own wallet.

7.2 Onboarding -- Unable to access Web-Ul --> Miner

Users can log in to the HPOD, able to access other Web Pages except for the miner page.

If you first boot the device where you need to wait for 10 mins for the initialization connection to the Helium
server.

7.3 Onboarding -- Some parameters on the miner
page show timeout

& ormano

Miner - Configuration

General
L L U 4 minutes
Aremal rur - ————
ECC address e et S e .
Wersion 2022.03.231 Update 15 = Labait
Ragion LESEn 6
RPC to ‘minen@127.0.0.1°
Hawghl

falled: Himeout

Fast Sync & Update
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lganﬁﬁwn loRav LoRaWAN~v  Minerv  Network v

Miner - Configuration Miner
General
Up time Up 2 minutes

Ermror: Usage information not found for

Animal name :
the given command

ECC addrass

Version 2022.03.07.0 Update io the latest

HPOD is establishing a connection to the Helium server and is not finished. And you might see
above.

It might relate to the network which might be up to 10mins.

7.4 Onboarding — Bad Gateway
M < G0 i’.‘i’ ® http://10.130.2.223/cgi-bin/miner-config.has

Bad Gateway

The process did not produce any response

This is caused by the process leading too long which just needs to refresh the page.

7.5 Onboarding -- Why did QR Code generate aways
fail?
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[ =’ el loita~  LoRaWAN= Miare  Network=  System=  LogReadw  Home  Logout

Miner - Configuration

General
Uip tima Up 5 hours
Animal name 101 1) - M———
ECC address p2p " I ¥ =as : LellTh
Virsion 2022.03.231 Lpsdate 1z the latest
Feegion usais

Fast Sync & Update

Fasl Sy Updats

This may be related to the current block height, if the device is synchronizing to the latest height
or if the device block height is much lower than the current height as the above picture like '1 1,
the QR code generation may fail.

7.6 Onboarding -- Why is the QR Code not quite the
same as the manual?

QR-Gereraie

GR-Display

Please ensure that you enter the correct wallet address and that your network is up and running,
the user can click the button of ‘Clean’ to re-generate the QR Code.

7.7 Onboarding — MAC address is ‘Unknown’ after
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scan QR Code

Confirm Information

If you see the MAC Address shows the ‘Unknown’ where is due to the provisioning error, please
contact us to help you solve it.

7.8 Onboarding — MAC address is being refreshed
after scanning the QR Code

After scanning the QR Code, Mobile APP will connect to the Helium onboarding server and provide
the public key/ wallet address to the onboarding server. The server will return the match MAC
address for this hotspot.

If you don't see the MAC address, make sure your mobile has a good internet connection.
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7.9 HPOD Web --> Miner --> Version shows ‘short’

This is caused by the server connection delay, which does not affect the regular use.

[ Gomano

Miner - Configuration

General
Lip time Up 15 minutes
Animal name micro-rusty-unicom
ECC address Ip2pM1ZwZikiBbOMWieGolWyEELZenfk 1 bdudb4HUDGAAM THRKZamgpP
Version | short - Update 1o the lalest
Region usg15 I
Height 35445 1324800

Fast Sync & Update

7.10 Mobile APP crash after scanning the QR Code?

e Make sure you have input the correct Wallet address to generate QR Code.

o Make sure your mobile app uses the same wallet address as the one to generate QR Code.
o Make sure your mobile app's relevant permission is enabled.

e Known: The Android 11 version may cause this kind of issue.

7.11 Why the frequency/region is not the same as
what | purchased?

Each HPOD is inspected and configured prior to shipping.

If your HPOD Web-UI — Miner region is not the same as the shell labels, please contact our support
team that will solve this issue for you.

7.12 Can use the frequency to a region where is no
support?
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Please make sure that the region supports this frequency, you can confirm the appropriate
frequency through this link:

https://docs.helium.com/lorawan-on-helium/frequency-plans (https://docs.helium.com/lorawan-on-helium
[frequency-plans)

7.13 Can change the frequency of the HPOD Miner?

We do not recommend doing this, it may damage your device

7.14 Low Reward and not transmit issue

We had released the 0524 version for the miner, Users can check the miner version in the HPOD web UlI.

If it is lower than the 0524 version, users can manually upgrade it via the 'draginoups' command in the
HPOD's CLI.

Update - The core team has tagged a new release for Hotspot Makers 2022.05.24.0. It is up to each Hotspot
Manufacturer to send the software update over-the-air to their fleet.

Update - GM &2 Helium!

We have optimistic news today thanks to help provided by one of our own community members nmc. With their
help, the core team was able to find a root cause of the “flatline” that some Hotspots had been seeing since
activating Light Hotspots.

To explain it simply: on a Hotspot, one of the lower-level processes (HTTP2 client) that is used when connecting to
a challenger, stalls, and never returns since there is no timeout explicitly set. The fix is to add a default timeout and
a monitor so it knows to “wake back up”.

Next steps for the fix

1. The core team will send the fix to Testnet and Mainnet on alpha and beta Hotspots as soon as it is ready. 1-2
hours from now. Let it sit for an hour and confirm that everything works.

2. Tag the build for Hotspot Makers as “Urgent” and “Mandatory”.

3. Hotspot Makers will send the update down to their fleet.
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7.15 Why is my miner version not the latest

By default, as soon as a new version of helium is released, we will push the upgrade the same day.
However, the download and upgrade may fail due to the network.

You can reboot your hotspot where the hotspot will try to upgrade when per booting.

and We offer manual check methods:

Use the "draginoups” command to check

Note: How to access the hotspot CLI refer to ( Such as Step 5. (http://8.211.40.43/xwiki/bin/view
/Main/User%20Manual%Z20for%20Al1%20Gateway%20models/HPOD#H5.SSHAccessforLinuxconsole) )

Linux dragino-7dfdat 5.10.103-vB+ #1530 SMP PREEMPT Tue Mar 8 13:06:35 aMT 2022 aarchéd

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in fusr/share/doc copyright.

pebian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable Taw.

Last login: Jun 1 01:34:34 2022 from 10.130.2.182

C dr

no-7df4af . .
raginoups
ER: 2022. 24.0
WILL_IMAGE: miner-arm64_2022.05.24.0_GA
start miner update...

7.16 Why is my miner running down?

the default, the Miner is managed by docker.

If you find the miner is offline where the miner is running down.

What You can do?
1. Reboot the hotspot and check again.

Usually, if the miner is just down, then a reboot is the quickest way

2. Reinstall the Miner manually.
If rebooting does not solve the problem you can reinstall MINER by one of the following methods

1). There is an update button in the middle of the miner page, click this button and then the
miner will be reinstalled.

2). Run the "minerup update" command to reinstall the miner
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Model HPOD

Status: Oming
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‘.c mig Sl ml loRaw |oRaWAN~= Miner» Nelworkw* System~> LogRead Home  Logout

Miner - Configuration
General
Up tma
Animal name

ECC address

Varsion Update to the latest |
Region
Height_local Height_remote 1389642

Fast Sync & Update

Fast Sync | Update |
Disk State
Used Avail [ Clear Disk |
QR-Generate
Chwner Wallst Address | 14BdpCBpJJ9PhYhe33K5RWFhWqgakadGx'YeSnDgDmjsy AwARaJ8 | Generata | | Clear |
QR-Display

Use mobile APP then Choose Dragino HPOD and scan to onboarding

7.17 More commands for debugging.

I'm trapped somewhere, what can | do first?

dragino provides a method of self-testing
1.) Is Hotspot's Miner running?
2). Is the miner version up to date?

3). Is the height gap between local height and remote height kept within 100

Note: You can find the above three points on the Miner page, and If you are familiar with the Linux
command line you can use the following command

minerup update #--> reinstall miner but not clearing memory

33 0f 48 27/09/2022, 6:00 pm



HPOD Full Hotspot for Helium User Manual - DRAGINO http://wiki.dragino.com/xwiki/bin/view/Main/User%20Manual%20fo...

minerup flush  #--> reinstall miner and clear memory

minerup snap #--> load a snap_short to sync the block height

minerup gap  #--> check the height between local and remote.

draginoup #--> check the miner version gap between local and remote.

doker ps #--> show the miner running state
miner versions #--> show the miner version

7.18 Why does my hotspot not have some of the
features described in this WiKi

This is the result of the OTA not being updated in time

You can reboot your hotspot or upgrade these packages manually.

apt update
apt install dragino*

8. How to flash a new OS for the hotspot, the
hotspot's setting will be factory settings

The hotspot is based on the Rpi-4B so the OS has been installed on the SD card.
So you have to re-flash the image into the SD card.

Warning: Do not reset unless necessary

Preparations:

1. Open the HPOD shell, and take out the SD card from the Raspberry Pl 4B (Make sure the SD card is
empty )

2. Download the OS image: ( Such as draginohp0d-1.9img (http://repo.dragino.com/release/hp0d-
image/draginohp0d-1.9.img) )

3. A card reader device

4. A Flash software tool ( Such as balenaEtcher (https://www.balena.io/etcher/) )
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5. SD Card formatter (http://repo.dragino.com/release/tool/PanasonicSDFormatter.zip)

HPOD's enclosure
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Step 1. Formatting the SD Card
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http://wiki.dragino.com/xwiki/bin/view/Main/User%20Manual%20fo...

. SD Card Formatter
File Help

Select card

:E:‘a

Card information
Type SDXC

Capadty 59,48 GB
Formattng options
(®) Quick format
() Overwrite format
CHS format size adjustment

Volume label

S0 Logo, SDHC Logo and SDXC Logo are trademarks of SD-3C, LLC.

Step 2. Select the OS image

balenaEtcher

&

E Flash from file

& Flash from URL

IE Clone drive

&9 balenaEtcher

27/09/2022, 6:00 pm



HPOD Full Hotspot for Helium User Manual - DRAGINO http://wiki.dragino.com/xwiki/bin/view/Main/User%20Manual%20fo...

Step 3. Select the target

balenaEtcher — *

&9 balenaEtcher

© — A

draginohp0d-1.9.img Select target

balenaEtcher — w

&9 balenaEtcher

Select target zwuna

Mame Location

MassStorageClass USB Device

% Show 2 hidden
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Step 4. Flash start

balenaEtcher

http://wiki.dragino.com/xwiki/bin/view/Main/User%20Manual%20fo...

&9 balenaEtcher

&

draginohp0d-1.9.img

balenaEtcher — 0% Flashing...

o dragino...1.9.img

A masssto... Device

’

Flashing...

MassStora...SB Device

&9 balenaEtcher

‘While you are waiting, check out some projects

‘@ weather

Balena multi-container weather station with anemometer, raingauge,
windvane and more.

Get started

Do you want to list your project here?
Check out our contribution guidelines
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Flash Complete

balenaEtcher — *

&9 balenaEtcher

Flash Complete!

1

We hope you enjoyed
using Etcher!

| Share on Twitter |

Step 4. Re-install the SD card into the hotspot and
boot it

Step 5. Configure the correct region for the miner

by the default, the factory settings apply to the US915.

if your region is not the US915, you have to configure the correct region for the miner.

Access the hotspot CLI, and run these Linux commands

###update the software of dragino
apt update

apt install dragino*
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‘security.debian.org’

rary failure resolving “deb

ymmit mir
m1n:rup update

###configure the correct region for the miner and update it
uci set miner.general.region=<Region; Such as AS923_1/AU915/US915/EU868/IN865>
uci commit miner

minerup update

root@dragino-98a9dd:~# uci set miner.general.region=EU8B68
root@dragino-98a9dd:~# uci commit miner
root@dragino-98a9dd:~# minerup update

. Entry not found

E rmé4_2022.06.02.1_GA
am helium/min 43d2bdu4qfullf=4 9682edfdabafb9b09a44b843dbel06ff71863f2e8fd4c79
i | 9 0abbbd3 3clbl817f20aab632db5a0d1b9f9348cas
f;hfafllbua.;hgo;4b‘ 55df02d dfe 4 che71d1f9
szfd0=f28dl4l 1a0f b0alda004cfchd aa92d5a6bfbg
1a9445f1fd2b
] 63bd23f0adb7 :
c6bbf55719e49973d32d33ba4 56d7 ch08693a6d6Th3
oB
unable to f1ﬂd image 'quay.io/team-helium/miner:miner-armé64_2022.06.02.1_GA" Tlocally
arm64_2022,06.02.1 Pulling from team-helium/miner
042_8: Pull comple
4d705e: Pull comple
4b;fu8Q2JfDa Pull comple
4d43d: Pull compl
5 Pull compl
sha256:43d2bd c459682edfdabafbob09a44b bel06ff71863F2e&fd4c79
pownloaded n i for y o i miner-armé4_2022.06.02.1_GA
- el 504 i c05c

#it#tcheck the miner version

draginoups

root@dragino-98a9dd:~# draginoups
WILL_VER: 2022.06.02.1

WILL_IMAGE: miner-armed4_2022.06.02.
root@dragino-98a9dd:~#
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###unblock the function of wireless
rfkill unblock wlan

uci set wireless.general.mode=ap
uci commit wireless

root@dragino-3bd0fe:~# rfkill

ID TYPE DEVICE SOFT HARD
0 wlan Q1 blocked unblocked
1 bluetooth ﬁciﬂ unblocked unblocked

root@dragino-3bd0fé:~# rfkill unblock wlan
root@dragino-3bd0fe:~# uci set wirel general. mode=ap

root@dragino-3bd0f6e:~# uci commit wireless
root@dragino-3bd0fe:~# rfkill

ID TYPE DEVICE SOFT HARD

0 wlan hy0  unblocked unblocked

1 bluetooth ﬁciﬂ unblocked unblocked
root@dragino-3bd0fe: —#

9. How does the HPOD access to the network
via a USB 4G Dongle

We have reserved enough space inside the HPOD to use a USB 4G Dongle,

so you can install a USB 4G Dongle in order for the hotspot to access the network via 4G.

Preparations:
1). AUSB 4G Dongle, Such as HUAWEI E3327,ZTE...
2). A Sim card that can access the 4g network.

3). open the hotspot's shell.

9.1. Open the HPOD shell and access the USB 4G
Dongle into the Rpi.

http://wiki.dragino.com/xwiki/bin/view/Main/User%20Manual%20fo...
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9.2. Checking the USB 4G Dongle network

We have installed drivers for common USB 4G Dongle,

and managed by NetworkManager, once hp0Od detects an available USB 4G Dongle it will try to dial up the
range network

HUAWEI-E3327
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root@dragino-3bd0fe:~# Tsusb
Bus 002 Device 001: ldEb:DUDawhiﬂmgmggumda
Bus 001 Device 012: 12d1: i
Bus 001 Dewvice 002: 2109:
Bus 001 Device 001: 1d6b:0002 Linux Fnundat1nﬂ 2.0 root hub
root@dragino-3bd0fe:~# ifconfig
docker0: flags=4163 UP,ERGADCAST,RUNNINE,MULTICAST} mtu 1500
inet lFZ.lF.D.l netmask 255.255.0.0 broadcast 172.17.255.255
inet6 feB0::42:91ff:feBa:999b prefixlen 64 scopeid Ox20<link>
ether DZ:#Z:J - -..-. txqueuelen 0 (Ethernet)
RX packets 10963179 bytes 5237872731 (4.8 GiB)
RX errors 0 drnpped 0 overruns 0 frame 0
TX packets 10940192 bytes 10408038748 (9.6 GiB)
TX errors 0 dropped O overruns 0 carrier 0 collisions 0O

ethD: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 1500
inet 192.168.123.165 netmask 255.255.255.0 broadcast 192.168.123. 255
inet6 fTeBO::d0b0:c32c:838a:f108 prefixlen 64 scopeid 0x20<1ink>
ether ed:5F:01:3b:d0:f6 txgqueuelen 1000 (Ethernet)
RX packets 11859155 bytes 11743400320 (10.9 GiB)
X errors 0 dropped 0 overruns O frame 0
packets 10594232 bytes 5145516093 (4.7 GiB)
errors 0 dropped 0 overruns 0 carrier 0 collisions 0

:chl flags=4163<uP,BROADCAST ,RUNNING,MULTICAST> mtu 1500

inet 192.168.8.11% netmask 255.253.255.0 broadcast 192.168.8.255
iﬂetﬁ feB0::da43:90be:5753:d06f prefixlen 64 scopeid 0x20<1ink>
ether 00:1e:10:1F:00:00 txgueuelen 1000 (Ethernet)
RX packets 18 bytes 2123 (2.0 KiB)
RX errors 0 dropped 0 overruns 0 frame 0
s 29 bytes 4230 (4. iB)
' carrier 0 colli

To: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
12'r 0.0.1 etmask 255.0.0.0

inetdé ::1 prefixlen 128 scopeid 0x10<host>

Toop t:quvuv1vﬂ 1000 (ana1 Loopback)

RX packets 642752 bytes 49481741 (47.1 MiB)

RX errors 0 dropped 0 overruns 0 frame 0

™ pa:kvt: 642752 bytes 49481741 (47.1 MiB)

TX errors 0 dropped O overruns 0 carrier 0 collisions 0

vetha9bc97b: flags=4163<UP,BROADCAST, RUNNINh.MULTICA sT>  mtu 1500
inet 169.254.11.248 netmask 255.255.0.0 broadcast 169.254.255.255
inetté feB0::6cb9:4c38:15e3:1357 pref'" en 64 scopeid 0x20<]inks>
inet6 feBO::6013:6dff:fe74:3367 prefixlen 64 scopeid 0x20<1ink>
ether 62:13:6d:74:33:6 txquuuu1en 0 (eEthernet)
RX packets B795569 bytes 5017167668 (4.6 GiB)
RX errors 0 dropped 0 overruns 0 frame O
TX packets 10931779 bytes 10173070833 (9.4 GiB)
TX errors 0 dropped O overruns 0 carrier 0 collisions 0

root@dragino-3bd0fe:~# |

ZTE
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root@dragino-3bd0f6:—# Tsusb
Bus 002 De : ID 1d6b:0003 Linux Foundation 3.0 r0
Bus 001 ' : ID 19d2:1403|ZTE WCDMA hnologs
Bus 001 i : ID 2109:3431 1 s, C
Bus 001 / : ID 1d6b:0002 Linux Foundation 2.0 root hub
root@dragino-3bdofe:—# ifconfig
docker0: flags=416 P,BROADCAST, RUNNING,MULTICAST> mtu 1500
inet 172.17.0.1 netmask 255.255.0.0 broadcast 172.17.255.25
inet6 feBO:: 42 ﬂlff feBa:999b prefixlen 64 scopeid 0x20< 11nk;
ether 02:42:9 y t.qUHu~1uﬂ 0 (ethernet)
R¥ packets 10961811 J23T5 9808 (4.8 GiB)
RX errors 0 dropped 0 frame 0
TX packets 10938671 ]_D='1-I3l5291631 (9.6 GiB)
TX errors 0 dropped O overruns 0 carrier 0 collisions O

ethD: flags=4163<UP EF{:].ADCAET,RLIFJFJII"J[E_.MLII_TI(_AST} mtu 1500
inet 192.16 .165 netmask 25 8.5 .0 broadcast 192.168.123.255
ineté feBO::d :c32c:838a:T108 prvf1:1vn 64 scopeid Ox20<]ink>
ether ed4:5F:01:3b:d0: fh txqueuelen 1000 (Ethernet)
RX packets 11857162 bytes 11741611623 (10.9 GiE)
RX errors 0 dro pvd 0 overruns O frame 0
TX packets lDJGZh 0 bytes 5145145731 (4 7 GiB)
TX errors 0 dropped O overruns 0 carrier 0 collisions O

lo: flags=73<UP,LO0OPBACK,RUNNING> mtu 65536

inet 127.0.0.1 tmask 255.0.0.0

inet6 ::1 prefixlen 128 scopeid Ox10<host>
loop t¢quau~1vﬂ 1000 (Local Loopback)

Rx packets 64265 bytes 49473948 (47. 1 miB)
RX errors 0 drnppvd 0 overruns O frame 0
TX pac th_T 64265 bytes 494730948 (47.1 MiB)

{ errors 0 drnppvd 0 overruns 0 carrier 0 collisions O

sb0: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.0.101 netmask 255.255.255.0 broadcast 192.168.0. 255
inet6 TeBO::5cl2:ddc3:3edb:ac3e prefixlen 64 scopeid O0x20<link>
ether 32:e5:48:9c:0b:fd txqueuelen 1000 (Ethernet)
RX packets 37 /tes 2979 (2.9 KiB)
RX errors 0 0 overruns 0 frame 0
TX packets 30 5865 (5.7 KiB)
TX errors 0 drnppud 0 overruns 0 carrier 0 collisions O

vetha9bc97b: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 1500
inet 169.254.11.248 netmask 255.255.0.0 broadcast 169. 254.255.255
inet6 feB0::6cb9:4c38:15e3:1357 prefixlen 64 scopeid Ox20<link>
inet6 fe&0 F:fe7: 7 prefixlen 64 scopeid Ox20<link>
ether 62:13:6d: 7 txqueuelen 0 (Ethernet)
RX packets R"C’M-ZDQ ytes 5016826889 (4.6 GiB)
RX errors 0 dropped overruns 0 frame 0
TX packets 10930198 y 10171321736 (9.4 GiB)
TX errors 0 dropped O overruns 0 carrier 0 collisions 0

root@dragino-3bdofe:~# J

10. PoE introduction

The HPOD is use the IEEE 802.3 af compliant PoE port (input 44 ~ 57 v, output 12V)

So you can use the PoE switches or PoE injector to power the device.

Note: The RJ45 Indicator light only represents the PoE power supply, so when you use DC to
power the hotspot and the RJ45 indicator light is off ---> this is normal

Wiring schematic:
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11. OTA Version Info

When does the OTA update happen?

HPOD will check OTA update on a) Every Booting. b) Every Night. Below is the OTA update version
info

# 2022/05/14

1. Update to the latest miner version: miner-arm64_2022.05.13.0_GA
2. Add postinst after auto-update

3. Add Miner version mark.

4. Add fast sync if miner GAP is large

# 2022/05/18

1. Update minerup to speed up synchronized blocks

# 2022/05/24
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1. Update to the latest miner version: miner-armé64_2022.05.24.0_GA

#2022/05/31

1. Add WiFi STA icon display

2. Optimize AP icon display

3. Optimize home icon display

4. Fix for Miner icon URL bug

5. Add the secondary server configuration

12. Supports

If you are experiencing issues and can’t solve them, you can send mail to support@dragino.com
(mailto:support@dragino.com) .

With your question as detailed as possible. We will reply and help you in the shortest.

13. Order Info

HPOD-XXX
XXX: Frequency Band

o AS923: LoRaWAN AS923 band
AU915: LoRaWAN AU915 band
EU868: LoRaWAN EU868 band
KR920: LoRaWAN KR920 band
US915: LoRaWAN US915 band
IN865: LoRaWAN IN865 band

14. Manufacturer Info

Shenzhen Dragino Technology Development co. LTD
Room 202, Block B, BCT Incubation Bases (BaoChengTai), No.8 CaiYunRoad

Longcheng Street, LongGang District; Shenzhen 518116, China
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15. FCC Warning

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant
to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference in a residential installation. This equipment generates uses and can radiate radio frequency
energy and, if not installed and used in accordance with the instructions, may cause harmful interference
to radio communications. However, there is no guarantee that interference will not occur in a particular
installation. If this equipment does cause harmful interference to radio or television reception, which can
be determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:

-- Reorient or relocate the receiving antenna.

-- Increase the separation between the equipment and receiver.

-- Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
-- Consult the dealer or an experienced radio/TV technician for help.

Changes or modifications not expressly approved by the party responsible for compliance could void the
user's authority to operate the equipment.

The antenna(s) used for this transmitter must be installed to provide a separation distance of at least 20
cm from all persons and must not be co-located or operating in conjunction with any other antenna or
transmitter.
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